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he human factors engineering judzments led to a listing of tour
genecal categories of information elemente. The categories and proposed
minimal SHORAD information requirements are (1) mission order: weapons
eontrol status, state of alert, primary target line (PTL) and sector of
fire, communications-electronics operation instructions (CEOL), petroleam,
oils, and lubricants (POL) and ammunition supply points, threat, defeided
asset, unit supported and friendly element locations; (2) air defeuse
warning; (3) early warning air track data: position, identification,
heading, ‘and raid size; and (4) engagement air treck data: highest
priority threat, yange, positive identification, weapon information, and
Tiight profile. Some of these elements require other data to base’a ™
decision or a perception. For example, positive idea:ification of alr track
requires direct. vision, an ideptification friead or foe (IFF) respoase, or
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The limitations of the approach are discussed. The advantagegfand
disudvantages of opinion stirveys, as well as information theory, signal '
detectrion theory, and mental workload wmethodology, have been disc\;s/sed in
retation to verifying the information requivemeats, The research 4approach
ta=en by the Atr Defense Team is iadicated as an alrernate verification
dppradach whareby information requirements will he a by~product of -
“part~task” and integrated seldiec-machine iantectace stujﬁgv’.
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..AN ‘INFORMATION ‘ANALYSIS OF THE SHORT-RANGE AIK DEFENSE FIRE UNIT

INTRODUCTION

A major concern of the soldier-machine interface (SMI) is the
information processing capabilities of the individual. In other words, how
well can information be sensed, gathered, organized, understood, acted
upon, and subsequent decisions be made and executed. In the face of
technologically sophisticated systems, the equipment operator is forced to
process more informatiun at increased rates compared to earlier systems,
On the modern battlefield as weapon systems become more advanced and
mission capabilities increase, the potential peak human tnformation
processing requirements may surpass the capabilities of the soldier. The
information processing demands can be decreased by automatiog previously
performed manual tasks and by carefully coasidering human factors.

OBJECTIVE

This report addresses the iaformation needs of the short=-range air
defense (SHORAD) fire unit. Its objective is to propose a framework for a
minimal list of information requirements bised on (1) informwation
availability and the opportuaity to use it, (2) information priority, (3)
timeliness (vate of recurrvence), end (4) the capability of the SHORAD-
soldier to use the ionformation.

BACKGROUND

The Jolat Forwavd Avea Alv Uefense {JFPAAD) sctivity has recognized the
problem of providing the corract iaformation te the soldier aad vequested
the asgistance of the U.S, Arwy Human Eagineering Labwatory (US&REL) in
addyessiag it.

Tha ini@m@u@n tequiremeats of shott=range alr defense command and
ceatrel (SHORAJ €7) ate greater thae coaparative schelons of ather combat
¢lemeats based on the tasks reyuirved of its systesms and aisgien. These
@ore striagent coaditions iaclude 9 three~dimeagional target epace; visual
target identification, compounded by the pussible approdch eof rhe taeget
Erom aay directive; aad the lethality, speed, sltitude, aad saneuvertabilicy
of chic earget theeat. Other coaditioas include vemate sources of seasor
data (3% eppased to golocated); alr defense aveillery (ADA) clowents beiag
one of the First abjeets of ateack; the requivewment for posivive hastile
i1dentificatien priof to engsgement; multiple liatsons for couesnd coateol;
and Aly Force comniand of the alrspate and weapoas dontrol status,
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One . approach to eliminate potential overload problems relies on the

"premise that the information requirements of the soldier should be kept to

the minimum necessary to effectively support his mission. It is poor
practice to design a system to present the soldier with all available
information, It is challenging to design the system and its operation
kased on information needs and timeliness, and the soldier's desires,
capabilities, and liwmitations (i.e., an approach based on users' needa«
and characteristics rather- than on hardware capabilities), : ,

Generalized human performance consequences during information overload
include: the increase of errors, the increase i~ time as a result of
filtering the information, and the use of some queueing strategy. Ia the
case of srrors aand iacreased time, performance may be degraded below -
acceptable limits. The filtering of information will compete with other
vequirements of information processing like decision making. The cueueing
of information will also require nmental processing an,d may place-’
informat:ion in aa inappropriate location in the queue.

There is 3 sizable subdiscipline of human factors which is concerned
with the study of measuring mental workload and ways to predict what the
workload level will be under various circumstances (Moray, 1979; Ogden,
Levine, & Eisner, 1979; Williges & Wiexwille, 1979). Oace measurement tech-
aiques are successfully developed for an ap) lication (which can be a diffi-
cult and time-consuming effort), two gquestions about predicting workload
arise: (1) Can the operator adequately perform the task under various
conditions, including extreme environmental stress or system operation? or
€2) Can sdditional requirements be placed om the operator without nega-
tively affecting overall pevformance, i.e., what spare capacity is
available? As such, a meatal workload approach is most suitable after
system dosign to test and evaluate the capability to use information, . This

techaique is not used typically to address informacion requireweants.

Information zeguiremengs are net often addressed cgmplmelyg One
indiract gg;zraach is to vely oan a *thorough definition of the task along
with an analyst's judgeeat., A4 task analysis and an operational sequence

diagram are useful tools for defining tho task, Seldem ave infervmation
T requitements spocified sepavately from a spgcifie systern wcgiga, which

wakes it difficult to take results from oae arca of tm cmmhweé arus aad
apply them te anothier. :

h

NETHODOLOGY

The laek of 4o established mothedology for addvessing the iafermation -
aceds of the cosbat soldier was a difticulty esperienced during this effort
and required that a mathodoleogy b developed. Forx the wass pare, the
approach used dn untried techaique which canaet be cocnfireed witheout a
systematic and time-consuming savies of data collectisa. Although the
approach is saubjective, it beiags together relevsaat sources of iﬁfo:hati@n
in a systematic manacy to gahaace Judgaent. The wmetheadulogy is depicted
Jenérally ia Figure . First, a teatative lnfovmation toxonomy was
é’e\*izl@;:eci as a framework for inforwatien coacerns of the SKOIAD unit ’Step

s Figure b). (See Appendix A for the backgecuad &evelopmeat.)

0}
w2
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Figure !. NKethodolégy for addressiag the iaformstion ncads of the SHORAD fire uait,




From. the taxonomy, the methodology followed two branches, One branch
used the taxonomy to survey a sample ¢f SHURAD fire uait personmel to
“determine inforwation requested to complete their mission successfully
- (Step 2). These survey results also provided an indication of the priority
and timeliness of the informatioan {Step 3). The sccond braach was to
consider the informatioa which could be available to the soldier duriang an
engagenent (Step 4). Some information is clearly not of coacern at the
fire unit, and sowe information 'is not available or not completely
reliable, The output from this human factors enginceriag (HFE} analysis
was naed in a comparison with the fire unit's “opportunity” to use the
information (Step 5b) based on a procedural event amalysis (Step 5a). A
STINGER tean was used as an example fire unit in this and all other
portions of the methodology requiring a specific system or crew.

Another g¢lement was used in the methodology.. The STINGER team's
“capability” to use the informatiom (Step 6b), which is the most
speculative aspect of this methodology, was used in the HFE judg:ieat te
address the information nceds. The applicability of information theory was
addressed regavding human information processiny capabilities (Step 6a).
The results of the iaformation survey, the STINGER team's “opportunity”™ to
use the information, and the estimation of the STINGER team's "capability”
. to use the information were,camparedftp:make tecemmeudationS'(Scep 7).

This methodology has -the following constraiats: 1)y fire unit
. tntormdtion requiremeats are nok.static but dynanic, i.e., they have
?impultiple dependencies (e.g., scenatrio, mission, weapea, crew, weather,
etce}, 2) information timeliness is limited to & generalized case bacause.
of multiple factors, 3) priovity is addressed ic a goeneral case, and &) the
capability to use the iaformation is dependent on the iadividual and
-« diffareaces batween iadividuals, The recommendations oa informatie& necds
shauld be cana;dared with ;hsse &OﬂSetdiﬂCS in siad.
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The infurnation taxenemy was used i part as the basis fer devalepiag
ef & SHORAD trovp sutvey. A sutvay of SHORAD plateadns was coaducted at P,
Hood, TX 1A July {984, Platesas fren the lst Cavalry Bivisiea and (he 2ad
Aimotad Bivisisn were subveyed fegardiag thels experience aad preferences
for infersaties aﬁé design formats for the dovelepwental SUCRAD €1 systes,
Ihfe@ eets;ﬁns @t & “ﬂﬁsti@ﬁﬁaitQ _were éeeﬁlgpcd baseé en éneﬁﬁiﬁ détt@cé
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1985Y, and the ALt Uetense Jeam weseaschk Plan for SHOwY K4 \iu&ﬂtnai
egrkxnp papet). Vulean, Rodeye, and Chapartal platoons ftuz vach divisios
comploted a ¥ire uAilt version of the quostionnaire {scv¢ Appendix B), Tue
torvard area alettiag radar (FAAR) platoons, mne frow <ach divisiow
conwleted a FRAR versien, and perscancl feow the ADA battzlicw tactical
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operations center (TOC) completed a battalion (bn) version. Table 1 gives
details on the respondents' characteristics. The sampliang technijue did
not stracify oo the basis of experience. A wide range of SHORAD experience
was represented, from the new recruit to the career nonconmissioned
officer. As such, the survey is a sauple of the user population, not a
sample of “experts.” A ‘ull report of the survey will be available
subsequent to the release of this reporc. '

Two questioas directly pertain to the information analysis being
described in this report. The fire unit version of the questioanaire tis
reproduced in Appendix B. Question 9 is a check list asking for the fire
unit platoon personnel to check any of the listed items of inforwation

which must be knowa to complete the combat mission and to place a question

" gark by any item which was not understood. Question 10 asked the
regpondents to select and raak order the five wost important items from the
list in 9 and to iandicate how oftea the iaformation would be used.

The responses to question @ tended to indicate that most of the listed
information items were felt to be impovtant. There were no frequencies
"lower than &7 percent (i.e., 42/90) for the iladividual infovmation items,
The lowest frequency was associated with the item of firiag doccrine.
(Twelve percent of the respundents indicated that they did not uaderstaand
what this item meant.) Thirty-two of the rhirty-seven items in question 9
were considered to be anccassary information by 66 percent or more of Lhe
respondents (Table 2), suggesting that a majority of the respondeats
desired as much information as possible. The results an desired aneceds,
priovities, aad timeliness ave summarized in the following saections.

Priovity of Iaformation Iltems

Tha raokiags of the greup respanses can be considered <o resule
tn a gaaweal priority scheme for the puvposes of Step 3 ia Figuve 1. The
fire unit rankings of the items in gquestion 9 appeas ia Table 2. 1Ia
question 16, vespondents were asked to sclect the five wost imposfant
{afermatisa .tewg (from those listed fa gquastion $9) snd te raak erdee chem
ia impoctance. The frequeacy results €rom this questien ware coaputed a% 3
weighted sun, Thg First threugh fifth raukings far each iaformation item
wete tabulated aad summed with g weighsiag of 3 glvea to the wast iuperiaat
item, 4 to the secend, eid, Thage seighted suas wefe rank ovdered fFor the
37 informatien items ia question 10 (Table 2) gad ceapare tavorably to the
eant ¢ of fregueacy respoasee for guestyen 9 (Yakle 2}, 0of the rop fout
itens, no Aiffercace ia otdering steutsed betwgen the twe questieas. 4
Spearwnan’s Rhe eorrclation batwcen the raaks Lr (uéstiens Y aad 10 (Tahia
2y wae 8429, which iz sigaifieant at the .0301 level, mcaniag that
positive cofrelatica greater thaa chaace exists. '
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TABLE 2

Ranked Frequencies of Information Items

N —

Ranked Frequencies of

Ranked Prequenc{el of
Information Items in Question 9.

Information Items in Question 10,
Weighted

Rank Information Item Frequency Sum D

Information Item Frequency? . Rank

P S )

¥
1.5 Weapons control status 1 wes 154
‘ (wes) 89 2 Target position 152
1.5 Target position 89 3 Target identification 123
3.5 Target identification 88 4 Air defense warning 121
3.5 Alr defense warning 88 5 MOPP status 73
5 Sector of fire 87 6  Target heading 55
6.5 Target heading 85 17 IFF/BIF S0
6.5 Hostile criteria 85 8.5 PIL b5
8.5 'Target type " 84 8.5 State of alert 45
* 8,5 'Number of rounds 84 10.5 'Number of rounds 42
10 ° Identification friend '10.5 Movement order 42
. or foe (IFF)/Selective 12 Amounition supply point 37
identification feature. 13 NBC report 1-5 33
(SIF) 83 14 Hostile criteria 2
11 Raid size 82 16 Sector of fire 31
12,5 ‘Primary target line (PTL) 81 16  Raid size 3)
12,5 State of alert 81 16 CEOI 1]
14 Ammunition Supply Point 80 18,5 Enem; activity 3
16,5 Movement order mn 18,5 Target type 39
16,5 Engagement priority 77 &L Target speed 2%
18 Mission-oriented 21,5 Map data 13
protection posture (MOPP) 21.5 POL resupply 13
status ' 76 24 Engagement Priority 12
19 Nuclear, hiclogical, 24 ROEC 12
* chemical report 15 75 24 Weapon map lecation 12
21 Rules of engagoment (ROE) 72 26 Track deeignator ¥
21 Defended asset 72 27 Warning report ty
21 Weapons engagement zone 72 28 Defended assats 9
23.5 Euemy activity n 29,5  Ril) acsessment 1
Target speed 71 29.5 Highest priority tavget ?
25 Warning report 69 ) Priority of assets b
26,5 Communications- 32,5 Area of operation 4
electronics operation 32.5  Aly corridors &
instructions (CEQI) 68 34,5 Battle lines 2
26,5 Petroleum, olis, and .y EM 2
lubricants. resupply 68 36 Woapons engagemant zone |
28 Area of operation 66 37 Fire dacteiae Y
29 Priority cf asaets 64
30 Highest priority terget &)
31 Battle lines 61
32 Weapon map location 60
33 Track designator 54
34,5 Kill assesement 48
3,5 Electronic
countermeasures (ECH) 48
36 hir corrvidors 46
kY Firing doctrine 42

%There was a posaidble

frequency of 90 tvespondents.

There was a posnible weightad frequency sum of 450 {accureing it al

90 rvespundents vaiey

the sane itea 28 mogt iaporrenil.

€ Ihe rules-of-engagement item was included .n addition to sedpons
control etatus, state of slert, and hostile critevia to vepgresent the

cotlection of factora it wakes up.
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o , The target data which tne SHORAD c2 automated system propoaes to
] Z"process, cransmit, add display, for alerting and cueing, were hypothesized
" (during the development of the USAHEL fire ur it information list in Table
“#lA) to-rvasult in the order of 1mportance in Table 3. The actual priority
,,,gu,.:tanking is. quic@ted 1a. ?.able 4. .The reasons for the hypothesized order .
follow. : :

Position was. considered to be the most importaant because it
indicates the presence of a track and some idea of how soon it should or
could be engaged: Ildentification was considered to be second in . importance
because it further indicates whether the aircraft should be eugsged. - It ig

. not of first importance becauee of the difficulty of determining the

ol il e P e,
AR R n o g g L
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" positive identificatlon, many targets will be of an urknown fdeatification.
Heading and speed. weve reasoned to be -of third importance since they
- indicate the engageablility of the target and further refine how soom it .
.. could be -engaged. - Aircraft classification information was next in
importance siace it ‘provides guidance on how the target is to be engaged
and the time a track way be in an engagement envelope. It prevides some
redundancy regarding speed and ideatification. Raid size will affect the
engagemant process, e.g., 1in a STINGER team a notification of maltiple
targets would indicate that both- tesm members should shoulder a weapon,
Jamming, special track, and identification~conflict indicater avxe special
cages of iaf omat;i.on which ceuld impac* the engagemeant prac‘%s.

Resul:ing data on 1nformcion items aertainin;., to che alr track

information set nearly fell in the came rank ovdering as the hypotherized
ordering (Tables 3 and 4). Two exceptions were the 6th aad 8th rankings
for the itews of engagemant priority and track designator. Although these
items wecte not vanked in the hypothesized list, their rvack positioen is
togical. Another difference was that target speed was combiged with tfariet
heading inte one item of target velecity for ths prior i;y;m:twsizui
ovdering. The vesultaat ordafing from questioa 10 for track data item
corresponds quir.e weile

information Timelineos (Rate of Roeuryesce)

Ag a sesond pars to quesctlon 10, the regpondeats were askad €9
iedleate how often they would use the 3 zost lmperiast i{nfermation
eloments, The catagories were:!: conrlnuouslys=«<avery few seeconds,
foredigtaly-~overy few minutes ocgasionally--evezy fow houvs, aad
'.mfteqﬁ&atlywavefy fow days or weoks. Table § shous the fregneﬁ@ies ¥

timeliness by che oxdaved iaformatien elemeses., The prievicy rsakiugs fros
me tn ;;anfirmi;:g mathods and timalinues deva gﬂ'wia@ eom:‘.dcr:atgaae for
the husan iaccaﬂ aﬁg;@eeting jn&gmﬁz.
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Hypothesized

TABLE 3

Order of Iamportsace of Target Items

. AP N

Position (azimuth, elevation, range)

Tdentification
Heading and speed (speed vector)
Airczaft classification (i.e., wing typa)

Raid size
Jameming

" Speciagl track

Identificaticr-conflict indicaror

TABLY &

Target Daca Priovity List

Relrtive

{

From Table 2
Rank Target Data - Frequeney  Raak
! . Target position 89 1.5
-2 Tsrget {deutification ag 3%
1 Ysrgst headiag 8% 6.3
4 Target type 'elass) 84 &
5 Raid sive 82 it
6 Sngagemeat priovity Rt is.%
7 Tacget spead EH 23.3
& Track desigaator - 54 33
9 Jascing FECH 4B 3.3

1




T

TABLE 5

A“Deoited Timeliness of the Highest Priority Information

 Rank from Information

Frequencyd Timeliness
‘Table 2~ Item Seconds  Minutes Hours Days/Weeks
1 Wes T IR [ B § S 18 .
2 Target position 40 23 V=12 ' S
3 Target identification 35 18 -1l B
4 Air Jefense waraing ~ 35 9«
5  MOPP gtatus et 26 5 :
6 = _Target heading 18 14
7 CIFF/SIF 18 1 |
8.5 --PIL » 12 B a
8.3 State of alert 15
10.5  Number of rouads 15 - z e
10.5 Movement order 14 AR
12 Ammunition Supply Point 18
13 - NBC report 1-5 12 :
14  Hostile criteria 14 \\5*;\
14  Sector of firve i0
16 Raid size 13

16  CEOI e
488 Terrvat tyhe_ O A ]
18,8 Fnewy zotiviry 13
~ 23 Target speed 12

213 Map data:
21.%  POL resupgly

~

Z 24  Engsgement priovivy

2% -dules of ¢agsgement
2% Weapon map lecabion
296 Track .esignator .
¢i . Warniag repuit

G " De¥endad agmuts

29,%  Kill Sesassment

29,5  uighest priopiry target
~31 - Felorley of aesers
2.5 Aryaof enegstion
;2.3 | Aly Jovyidoer

4.5 Bzetle lines

38 Weopsns engasement soue

37 Firing dod-vine

G e o U o Kh o Kt E £ R B £ B Aue (od A0

G OIS i b e v IS D I IO D D=0 B & WSO

CF T P AT e e € e T b €D RS s B €D BN L R A W A D B LD e O w3 s A LS £ LR OO

. . ) g ' H . .-d.l—' I
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dthe number of times the icem was chosen as any gae of the top 5 items of
seawic gy was 90,

pEiaFity) theo waxteus povgible
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Engagement Information .Available

To fulfill Step 4 in the methodology, the information taxonomy in

Table 94 was reviewed for information which was relevant to the engagement

situvation and which would be available in the Manual SHORAD Control System

(MSCS). This stage of the analysis was generally a reductionist approach,

considering the information specified in the taxonomy and determining which

would directly affect the engagement situation. (It was assumed that

information available in the MSCS would be available under any improved

. syetem, Additional information may bhe available, but it was not (). :idered

during this stage of the analysis.) The engagement information considered

to be available and its source are given in Table 6. The sources include

the division air defense early waraning (DADEW) net, visual detection/

observation, identification friend or foe (IFF), hostile acts. command

.. (comd) net, standard operating procedures (SOPs), system indicat‘.ion. end\
* ; proprioception.

x The taxonomy from Table 9A, from which the information in Table 6
'was based,is primarily founded on communications to and from the fire unit.
The absence of detailed and system specific weapon information !s apparent,
€¢.g., mninimal information is presented on IFF, weapon radar range data, or
* ynfrared (IR) tone, (The absence of the information indicates an incom=}
pletenesa of the taxonomy in ite preseat form.) Information which is avail-
" able at the fire unit ‘and of “coagern can he determined by considering a
generalized sequence of engagement procedurés required by a weapon system.;

STUINGER Procedural Event List

3 To conduct a more detajled analysis of information needs, the STINGER
team was chosen as the fire unit for discussion purposes, Two ganeralized
avent liste are given for STINGER operation (Step 5a, Figure 1). The order
uf events i generalized because of the pelative patuve of avent
gccurreaces. Not all events will always occur aot would they necessarily
. occur in the “relative,” chronological order whieh is listed. Table ?
: lists the eveats from when & mission is received uatil a potential

. engagemeat situation exists, Table B lists the dacisions and actlons which
e the BTINGER team makes oance the eagagement sitvation begins. Similar
ﬂ action events were used in the STINGER human facters eagineerfayg critical

task analysis during the system's development (Genaral Dyaamice, 1973),

Opportuaity to Use
The ifnformation elements of the eagagesent procedure wave
detarmined by consideting the geacralized eveat list fa Table B, The
. information iteme for %tep 35bh (Figuve 1) were determined to ba those listed

- fo Table 9, Of chese ifaformation {tess the fivst o grouplogs way have the
5 gteatest poteatinl fov preseanting problems te the firvre uait, The fivst
general category had rany different iaformation items. The alr travk data
say overwheld the team by either the quaatity of faformatioa im a siagleﬁ
>
al
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TABLE 6

Engagerent Information Available

'Engagenent Information Available

MSCS Source:

=+ Alr track report -
" position

Ideatification

Heading
- ‘Wing type
"7 Raid size
Speed
Weapons control order

State of alert
Air defense waraing
Primary target line
Sector of fire
Rules of engageseat

Hostile criteria
Weapou orieatation

Rounds yemsiniag
Battlefield goometry
Division bouadacies
Aiy corviders, zonds, ete.
Waratng teport

_ Weapons control statue_

Command (comd) nat
~ Comd net

- Early warning (EW) net, visual

detection
EWd net, IPF, visual detectioa,
hostile act

EW net, visual observation
‘EW net, visual observation

EW nat, visual observation
EW fet, visual observation

Comd oot

Cound net

Comd net

Snandard apata:xng proceuu:qs
(S0Pg), comd net

50Ps, comd mot

System indicater, visual

obgervation, pr@prlocapttaa

Visusl obsecvation

(Coud natd)

Coad et

aale ia the MSCS,

TR TTIeF101d geowRtty may Aot Be Erapewitted o Ehe Fire

14
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TABLE 7

Event List of STINGER Team Procadures

.

Tralaing

. Basic

Pest experience

AT
Unit

|

e

FMs, ™s, TCs, Crew drills

S0ps

Warning

order

What the mission will be

When it is to take place

" Where it will take place

What f{nitial preparation to make
When the detailed plan is expected

Accoapany the section leader on recoanaissance

Receive mission

Kission ovder (FM 44-18)

Sitaation
Information on threat and friendly forces
Mission and tntended actions at nexc
higher echelon and other nearby ADA units
Miasston

STINGER

What the uns.e 10 :o do
Execution ) - )
-Tactical plen to m;canpltsh ‘the uission
Tasks for eash [ndividual
Service sunpori==plans tor
danpaition
Resuppiy
Casuslty w&cu&tt@a
Rations '
Cosmand eigas! _
1¥F iaforwation v
Ridio frequenciew and call sigas, signale and
other coateol mpasures
Location of leader and nexc bigher leader
tesn preparatioas (FH 44-18<1)
Whe gupporeed?
Te vhow to seportt
Cail sign sad frequeacy
Whete iz FAAR?
WViat {6 Communicstions schedule?
Security arceagemcats
Thigat
Weapons coatrol etatus
Stats of alert
Merx asd fuel locations
Sign sad countetsign
sperisd fnseructions
Kisitle wvesupply
Ehet aad wheve will IFF be reprograamed?

{Continyed)
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TABLE 7 (CONTINUED)

Eveat List of STINGER Team Procedures
Movement
" Request a change ia position or ia other qrdgrs_gsineeded :
Occupation of position
. (Conceal, camouflage, fortify--ongoing)
Re-establish communications, if necessary "
Ready system for actio:
Unload system. if necessary
‘Assembly. it: hecessary
i Weapous checks (mimumm) Tl e e
b Battery coolant unit (BCU) : '
Safety and activator, uncage and triggu:
.‘I IR wiadow and blowout disk
Humidity indicator '
- Acquisition ladicstor
: IFF receptacle
3 IF¥ intercogater, catle, :m& antenna
indicate "ready for action” te section leader
Y-ii Combat situatien
s ;
o , Ready for eagagemaat
Poteatial eagagesent situstion .
E _____ o .
3
|
X3
+
16




TABLE 8

Decisions and Actions of the STINGER Team During a Poteatial
Engagement Situation
(FM 4418, FM 44-18-1, TM 9-1425-429-12)

If an object is a valid aircraft target, then begin the engagemenmt

If displayed or voice-told track data are received as early waraiong

or alerting information, then what is the track's position,
Hdentification, heading, wing type, raid size, target apeed, etc.? Ig
it likely to intersect the area of responsibility? 1Is it likely to be
3an engagqable target? ' . -

If the weapon is not already shouldered, should it be?

If the weapon is not readied, then
confirm the BCU is seated properly,
unfold the IFF anteana,
remove the front cover,
raise the sight,
and attach the IFF cable.

From which direction and when will the target unmask (i.e.,
first possibility of visual liue of eight)?

sequence.,

Point weapon and ceater target in reticle, coutinue trackiag
throughout.

Actuate the IFF iaterrogation.
What is the IFF reply?

What is tha positive ideatificaglon oF the target (usiag data
from the IFF, visual ideatificatioa, hostile acts, EW report, ete.:)?

Is the aivcraft crossiag or iucoaiagfoutgoeiag?
what §s the wing type of the alrcrafce?

is asivera¥t withie raage (use 2 timeé-gount rule for jees
84 g¥ossing; wse o ¥ange-riag estiziate for jeis facoesiag/
outgeing, propeller/atyevaft ave vithia the ¥ange wheo Weapon
is sctivated), hostile ideatificetiosn made, aad IR acquisitica lock-ou
obtalned?
{Continued)




TABLE 8 (CONTINUED)

Decisions and Act.ioas of the STINGER Team Duving a Potential
Engagement Situation
(FM 44~18, FM 44-)8-1, T 9-1425~429-12)

‘Should the target be engaged?.
If not, should others be alerted by radio communication? |

Should the weapon be activated? (45-second life of BCU with I - :
activation per). B

If so, operate the safety and actuator (3-5 seconds of weapon warm-up).
Has a distinct IR acquisition tome been achieved?

Uncage IR seeker.

Test for seeker lock-on,

Has seeker lock-oa been achieved (uncagiag)?

For superelevation lead, should the aircraft be placed in the laft,

santa s wioher rartala?
\uvu‘-ﬁ“ YR AAGUE ARV ALAGS

lagert superelevation and lead angle. : R EN
Discriminate the streagth of the IR acquisition tone.

Firlag: Have all requiremants been meL==tone, swaoth track, aad ﬂithiﬂ
engagemoat zoae?

Hold breath.

Actuate the five teigger.

Contiaue trackiag cthreugh nissile iagéeh,

1 exhaust plume persists, move aéay-fra@ pluse .

Past nagagendat |
Renove the BLY withia I miautes.
Stould the teas pove o da altetaate positioal
Should additional weapoas be tcadied?

Stould post-engagément fcpotls be wade?

15




TABLE 9

Inforuation Items Used During a STINGER Engagament Sequence

Air track: data--includes both early varning -and di:ecely '
‘observed inﬁorut;mn

Rules of engagement, 1ne1udiag weapons contrel oxders,
" mestile ~viteria, sector of, fire, primary t:a.rget. line,
and/or hattiefield ggometrya

IFF procedures and incerrogat;ioa r’e&ponae

Positive identification (basnd on IFF reply, visual
_ fdentification, hostile acts, EN zepo:t, etc.)

Plight profile (zrossing, inccming. or outgoiﬂg)
. Sange cstimaticn {ia-o¢ sut of rasge) - S
Yadication of -prapef veapoa activation
Acquieition sigaal : -
Lock=oa éigaal aad relative streagth -

Supevelevation and lead angies

. " theee are obtstned prior e emgagesent ot have direet tapact o
* . procedures and decistioas duriag engagoeeat. :

19
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-.; air track report or by the aumber of differeant air track reports. The
'.;} ~ gecond category requires the teaw to rely on memory for several of the
’ ) procedural-rvelated items, e.g., rules of engagement and airspace

restrictions. The items in thie category are used in making an

bl identification determination and an engagement decision. Some of the
2 specific data for these items may go back quite some time in the historical
; event ine, e.g., the definition of weapons tight and the specification of
\ hostile acts are taught during advanced individual training (AIT) (Table
B 7). Also, the interrelationship between the tules of Ingagement (ROE) and
- other doctriral aspects create a difficult decision-making situatioan.

N

: :’ Human Capabilities

5%y ' .

N Application of Information Theury

¥ Information theory, derived from a mathematical communications
‘{f theory, has applicatfon for assessing human capabilities to use information
" (Shannon & Weaver, 1949) (Step 6a, Figure 1).  ILa applicarioas to
R psychological study, the human is viewed ag an element iu a communication
M channel. Infarmation is seen as a statistical quaatity that describes how
much information is conveyed from source to receiver when a3 given message
g or stimulus is delivered. Besides this typical view of informatiom in
» information theory, two other levels ave coesidered. The second iavolves
o the mearing of the information which is trangmitted. The third level dsals
-, with the effectiveness of informatien or how it is utilized once it has
B been received and understopd. The Iirst level is limited wirh the
C successful transmissiun of the message er pevception of stimuli, the sscoand
, ‘ with the successful interpretation of the wesssge or stimuli, aad the cthird
with the sppropriste aoplicarion of uss of the iafarmatien,

gt .

% The theory of infarmation alse coasidevs ihaasel capacity. The
capacity a¥ 3 cammunication charel is considerad te be the maximunm
- pessible vate ef traanseission. Ia behavieral applicatieas, -the greater
iatevest is o the amount of informatien which the humaa can procese. This
N is apt a guantity that ls seagured directly but {8 ilaferfed as a eaximun
E possible rate. The infercace deponds on the wvay the iaformatien is coded
N (Fites & Posper, 1967)., In humsa sngloseriag aad equipssar desiga,
_ ianfermscion traasmisglion copscity has bess uwsed to datgtmiae the maximan
e - aunbey sad rryees of codes possible withia 3 preseatatien midality (w.g.,
s:gnal loudacgd has $ive ¢onsisteatly disstieianable categoties), the
. . maxisas rade of fofermation preseaiaticn, #r the maxiwmum rate of operator
N dociston nakiag (Van Cotr & Waretek, 1972). The chaaac) capacity of five
L, _ diserimiaghlie codes s equivalent ¢ 2.3 Bies {bimary units; ef
| : information. The ~harnel capacity of unidieeasionsl stipuli gederaily does
» S ast exsend 3.3 bits o Damul i categories. The peveeptual dlseriminations
which we aale dally cpong buadrads o Biégbvies ate bussible because of
X C the suliidiegasiocazitte of stimuli {e.g-, voltes or faces).

2
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Several attempts have been made to determiane the upper limit of human
information processing. Van Cott and Warrick state that, "Unfortunately,
there ig no single, simple upper limit; rather, it varies from task to
task” (p. 29). For the response cystem, thz limit appears to range £roiu[’
about 3 tv 9 bizs per second. The upper rate for reading is about 43 bits
per second, which is the fastest of those listed by Van Cott and Warrick.
In general, people have no fixed limit ac the rate st which information is
transmitted. Differences exist because of different stimulus-response
codes and differeat amounts of learning (Fitts & Posnper).

The difficulty in applying the irnformation theory corcepts tc the
engagement tasks of the SHORAD fire unit is partially because the subtasks
have complex interactions. The expected probabilities of the individual
stinuli and responses are equally difficult to define. The technique has
some poltentlal merit, but it was considered insuificlent for this level of!
analysis to make the neceesary sv9uuptions oa event iateractions aad
probabilities. _

Military Uccupar,iom% Specialty EMOS) 165 Skiile and Qualificar.ions

. The qualificatiens of ehe 565 MOS ave in&icatad in Tan}.e 10.
Thegse qualifications are sicisum conbined requiréments for eatry inte che
168 NOS series. Skill levsl for the gunmer (MOS code 16510) is level. i
and for the teanm chiaf (HO.S code 16&20) it is a level 2, |

The physie,al profile coneiée:‘& stx fa‘,acrs which have ba@n
designated PULHES. The factors ave P--physical capacity or stamins,
Y—upper sxtremities, l-—lowar extremities, H--heariang 3ad gay, E--syes,
and §weasvch‘.§trie‘ Four numerical designations are used to reflect
different lev@ls of functienal c;paeigge A desigoatiea of | iondicates 2
high leve)l of sedical ficness and & 2 indicatee that an ifadividual =meets
entry staadarde dut possesses goae medical or physical c;@u_giitien which way
izpese some limitaticas., GUesignation 3 ovr & is resevved f(v wmovy séviye
iimixations and spacial cases. The NO§ 18y physicsl pf?afilé for Aayes
iadicates a toquivemcat for @mliﬁgﬁ visual qeuity,

The Araed Servicas Vocatlioeal Aptituda Eaﬁtcty (ASVAR) is used te .
establich aeatal qualiffcctioans for calistoent aad selection of aspplicaats
for particuler sccupational systems. The aptitude test hae subcategorigs
ia the tolloviag avess: word kaowledge, coding apeed, avirhmatie
vessening, topl kaowviedge, spaee mh‘n@ﬂw mechaaleal @a?‘eﬁgﬁ&;{t&, shop
jnforustlian, autodotive iaforwatiod, sad elsctreate iafersstisa. For the
NOS 185, a3 qualifyiag score n the aptitude avea of Gperatsdr Foud \@?} is
cnphasiged. ;

These constddvsiione an M weed af Sa%a ian the ssdessoeilt of the
Capability o uge the iaformaties €$€§g‘) 4b, Figure [). PFurtiwer dinguseiea
9 those capabllities follows per Step 7 of the sithad~logy. Pwaan faclto¥s
cagincering judgmeat. :




TABLE 10
Qualifications for Initial Award of MOS 16S (HQ, DX, 1334) o
Aphféic&i &aééuc}s tating §f vaty hizavy
A physiéai profile of 222211
Hioimum hatght of 64 inches
~ Bistance vigics cogrectable to 20/20 without ~
wultifocal lenses
_ Normal colov visiea
& quelifylag score in aptituds aves Operstor Food {OF)
% & seeuricy clesrancs of CONPIDENTIAL ”
N e ek P ettt
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DISCUSSION .

. By completing the aaaslyues and comparing the various tables, the
following observations can be made (Step 7, Figure 1). Given sufficient
:advance notification and assumiag the fire team is not "busy” (i.e., teanm
is "ready for action" and is not currently in a potential engagemsnt
situvation), they have an opportunity to use as many information items on
air tracks as are available. The air track items considered are target
position, early warning identification, heading, wing type and speed. To
have successful engagements, the STINGER team nseds advance notification of
"“an air threat. Shoulderirg the weapon and making final assembly actiocas
take about 10 seconds (Chaiken, 1976). One major determination of the
STINGER HFE task analysis was that advance notification is almost essential
to have the weapon shouldered and readied in time to complete engagement
activities within the weapon frontal engagement zone (General Dynamics,
1973;. -

The collective desired priority of information from the Ft. Hood
survey 1s given in Table 2, For the information items, almost 80 percent
(71/90) of the respondents requested position, identification, heading,
wing type, raid size and speed, as well as the engagement priority (see
Table 2). The timeliness (i.e., rate of recurrent use) of the information
was reques:..d to be either in sec~nds or minutes. For the six target items
combined, there were 76 requests for updates to be ir seconds, 37 requests
for updates to be in minutes, and 9 requests for the . dates to be in hours
or days, the latter which appears quite unrealistic. There was a total of
122 timeliness ratings available for the combination of the six iteas,
indicating about a 93-perceat ([76+37]/122) request rate for timelineas ia
seconds or minutes. T

Various considerations were made to gen=rate a list of iaformation
requirements. The list of minimal SHORAD fire unit information
requiremeats is presented in Table 1l. Under mission and early warniag air
track data, the information items are listed in relative order of priority.
Under the engagement alr track data, the information assumes that the track
is within detection range and items are listed in the ganeral order of
usage.

One critical aspect of this evaluation which has not been previously
considered is the quantity of tracks which should be presented to tha fire
units., The quantity of tracks is directly related to the information
theory concept of channel capacity, Under a separate effort, the Alr
Defense Team has addressed this issue. The resulting <onclusion was that
seldom would a fire unit have more than 13 aircrafv within a 10-km vadius
of its position. The design limitatioa of up to 15 simultancous ctracks
should be displayed, 1f there is a highast priority track iadicatfon
(XMCO, 1984), The priority indicator should serve as an immediate cue to
the operator to single out that track, (Blinkiag of the track symbe) is
the recommended coding for the priority iadication, DOD=3TD-1477, 1983).
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A : TABLE 11

15, - Minimal SHORAD Information Requirements

Miséion order

weapons control status

State of alert

PTL and sector of fire

Communications procedures, CEOIL

POL/Ammunition supply points

Threat, defended asset, unit supported, frieadly
element location

ZERr AL 2k

L]
PERF R -

-
ey

Air defense warning
Early warning air track data

Position
Identification
Heading

Raid Size

BEagagomant air track data

Highast prievity threa:

Range (in ot out of weapoa raegs)

Positive ideatification (basad en any available soures)
Waapon ixformation (activation, acquisition, lock-ea)
Flighe prefile (iaceming/ovtgoing, svessiag)

ﬁ-.‘v.‘v ATED RELY D e 0 < ,’»‘.“m'..‘t A SR AL N RN T R
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As indicated previouely, the information is highly dependeat on many
situational factors. One factor which may have critical importance is the
percentage of unknown and friendly tracks during battle. If past tracks
have bean predominantly of one identification during a series of past
engagement situations, then this will affect the expectation and perception
of later identifications. If the percentsge of friendly tracks has been
aud is currently clcse to zero, then the fire unit personnel might venture
to taks a riskier approach to all engagements, i.,e,, they may relax the
criteria they personally use to make thelr decisions. On the other hand,
a soldier may take a more conservative approzch and have increased
expectations of friendly aircraft if no friends heve been in the area.!

One approach to study the variable decision process may come fronm
signal detection theory (Tanner & Swets, 1954; Deatherage, 1972). Signal
detection theory has applications for evaluating differeaces between
systems as well as among observers, The approach takes into account the
probability of correct recognition and the false alarm rate at the game
time., "“Signal-to-nolse"” ratios are determined under a set of
circumstaunces, and plots of recelver operating characteristics are made to
determine the response bias of the observer or the system. The theory was
developed to address the question of the detection of a signal in the
presence of noise, and it is unclear whether the appreocach can address the
SHORAD identification process. The three categories of identification
(viz., hostile, friend, or unknown), rather than the simpler case of
signal versus noise ard the multiple factors which go into the “"positive"”
identificatinn process, would be more complicated than "traditional®
signal detection., The decislon-making behavior of individuals 1is highly
variable. One way to obviate the potential problems this inherent
variabiiity characteristic has i{s to provide reliable track data frem
sensors. Until an ilmproved secsor is fielded, the reliability and
svailability of track data are tenuous.

in the meantime, suggestions for reduciang the amount of track datu
for the Bahanced HS8CS volce-tell DADEW net have been made.  Bacause of the
rasults of the HELDADS-I study whieh indicated that the Air Battle
Management Operations Canter (ABMOC) introduces delays, errors, and loss of
information {a the traansmission of track date to the fire units, thare is
9 weed to mudify the ABMOC operations (Fallesen, $myth, & Blackmer, 1983).
One of three suggestions which has beea made reduces the langth (through
the rvawoval of centant) and format af the SHORAD track messages (Fallesen,
1984) . Tha modified versions of the track messages wee daveloped to have
sfmplified vordlag (e.g., the use of "New Track™ 1o place f “laicial
Track, Inftial Teaek™), snd the i{aformscion items were changed to coatailan
oaly the follawiag: (1) the tyw of track wessage, (2) the tdertification,
oaly Lf 1t iy diifereat from unknowa, (3) zhe pesition, aad (&) the track
designator. -
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Those items which are most likely to overload the fire unit during an
engagement are (1) excessive early warning air track information unused
because of ongoing procedures and decisions, (2) excessive time in a
“battle station" state of alert when it could be relaxed, or (3) excessive
numbers of conditional criteria for engagement, i.e.. rules of engagement,
varying due tn battlefizld geometry, sector of fire, or excessive criteria
for hostile acts. Excessive alr track information can siem from too many
track reports or too miach information contained in the report, The spe~
cific 1information processing "chanael capacity” was not computed because
of the complexity of the data relative to other applications of information
theory, the continuous nature of the items and related difficulties in

3 determining probability of event occurrences. Complicatiag factors for
) using multiple engagement criterfa are the load on recall and the speed
33 stress of performing in a fast-moving battlefield situatioa.

x :

Aa early notification to the approximate position at irack acquisition
1 has been shown to increase visual detection ranges, however a combination
X of weapons control orders and an air defense waraing indicating the
j% imminence of attack may be sufficient information in some cases. At least,
) that has been the opinion of some of the Army (Fallesea, 1982)., The
belief held by some is that as long as a fire unit has an assigned primary
target line, search sector, air defense warning of red (or yellow), and a
weapons control order, they will be able to succeed in thair wmission and
that specific cueing level target data are not required. This is contrary
to som2 who contend that alerting and cueing data are needed c¢n specific
¥, targets. There is gome objective evideace to support the coateantion that
K data of cueing accuracy improve target detection. If position information
is given with a fair degree of precision (i.,e., a range window of | km and
.i 10 degrees in azimuth), there is an operational galn uof about 15 seconds
b or 700 meters over an alert-only condition for small, fafrly slow-mcviag
." targets (viz., OH-38 with a l-metaer cross section, traveling about 90
knots) (Fallesen, Kurtz, & Fry, 1982). The contention that PTL, air
defense warning, and weapons control ovders are sufficiant {s an
oversimplification of the combat conditioas which ave affecting the
-84 oparations and tasks.

RECOMMENDAT LONS

f; The findings gprasented bare are hased 04 syrvey data and analytical
3 judgmeaes. Theve 18 a lack of alternative techaigues which could be used
2 te cross-validate the catarainations, Ode methed to validace and exzeud
R the coqclustons {5 to coaduze additivnzl intarviews and surveys of “expeee”
3

practitionars and cowmanders. The sutveys could attempt to refine the

N “nowledge about the information taxonnasy, prucedures of infarmation wesgs,
e and ultimataly the {oformativn teguirements, The subjectivicy oi this
3 survaved approach, as waell as that coaducted at Fr., Hond, is ‘oth a
streagth and a weakness. v s wvorthwhils to obtain the colleecive

judgments snd des{res of the applicable population, bul subjective data say

#ot necessacily have a strong correlatioa with true performeadce ouicowes,
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One means of addressing information requirements is to apply
information theory to the measurement of information usage and apply mental
workload methodology to predict information overload., The use of
information theory, workload methodology, and signal detection theory in
addressing the applied nature of SHORAD fire unit information requirements
would take conaiderable theoretical and practical work to perform
evaluations under “realistic” situations, yet with the criterion of
maiataining experimeantal cont:rol.

An alternate approach, which is more applied but lass divect in
addressing the information yvequirements issues, 1s.one that the Air Defeuse
Team has taken, Data to address the requirements issue will be obtained
indirectly through "part-task" studies of the performance of gunner crews
with prototype display equipment. Subjective opinions of the equipment
operators will be collected and will provide additional information to that
collected during the Ft. Hood survey which was limited to conceptual
evaluations, The intent of the proposed studies at the level of the fire
unit is to determine how individual {information items which could be
presented through an automated SHORAD C° system (ADCCS P0, 1984) are best
oresented to the individual. Questions of presence or ahsence of
information, timeliness, quantity, priority, and format will he addressed
to see what pavticular presentation formats will enhance or degrade
typlcal effecrivepess measures, like range of target decs.tion.

Studies are being planned to evaluate alerting wodes, display
alerting formats, cuelng resolution, initialization of the display device,
and the effect of symbolic landmarks. An analytical effort is being
conducted to determine the quantity of targets to display, aad follow—-on

. efforts will consider the information modality (e.g., through-the-3zight
~-diaplay vs. audible display vs. man-portable computer display). The

“part-task” evaluatioas will lend to the considerstiova of informatina
raquirem2ats and to recommendatisas for am integratud design. The
objectiva is for results from the partial display studies to provide
predictions =hout {integrated design and system performence, and to refine
nethodology so further closure can be obtained on information
requirements, For aow, the proposed SHORAD fire unit infornation
raguivamanty arve suggested to {laclude the ftems in Table 1! under the
categories of mission ovder, aly defeuse wavalng, early waraiag aiv track
data, and engagemeat afy track daza.
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DISCUSSION OF INFORMATION TAXONOMIES

Awvareness to the importaance of the information elements of SHORAD has
been a recent concern of USAHEL, In the third quarter of FY83 an internal
working document, Air Defense Team Research Plan for SHORAD €%, indicated
that the fire unit informaticn requirements should be identlfied as the
initial step ia research to develop fire unit SHORAD €2 control and dispiay
concepts, A preliminary determination, intended to be all~«inclusive of
fire unit information (as opposed to selective, reductive) was generated by
round-table discussion,

A framework was proposed to organize the information elements as (1)
target informatior, the threat or stimuli, (2) weapons iaformation, the
response capability or posture, and (3) the combat environmeant, the
situation, Table 1A lists that preliminary source of laformation.

Table lA

Preliminary Fire Unit Information List Developed by USAHEL-AD

Target informatrion

Azimuth Number of aircraft
Elevation Track designator
Range ECM jamming

Speed vector Target signature
Ideatification Threat priority

Frieadly aircraft

Weapoas iaformstien

betecrzability Engageability
Primary target line Sector of fire
Weapoa ovieatation Rounda resmglaing

Combhat caviconment (afeiwation

Weapons coatrol ordet  Frag and warvaiang otdet

Alr defonse watnlng  Asset prioeity

Alr corridors IFF codes

cEoL Grographic position of uaits
Tervain Climates

Atea of operation Hap data

Secause of the ctitical nafyre of iaformation in the develvpment of
the SHORAR €7 system, ' was necessars to have this lis: teviewed and
ehhanced. XHEN, inc, (a techaical suppoti rontractor to USAHEL in ADA
epetations, training, and docttine) was tasked to teview the list 3ad
provide comments, Hssex, Corp, {2 tachaical support coaltactor in huymace
facy. s aaalysis) was iasked fo evaluale the taxonamy, develop a mew ome if

judied necessal. and provide the detailed crontents of the (sxouamy.
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The development or standardization of an inf~rmation taxonomy was
judged important for a number of reasons. A taxonomy provides a standard
framework to work with to make references to, and to add and delete
inforuwation as necessary. For example, in human engineering it can be used
as a checklist for designiag a system to display information, In modelling
it can be used as a basis for developing a model and for describing its
completeness. A taxonomy provides a hierarchical categorization so that
relationships batween elements can be seen by their location in the
taxonomy. The taxonomy can generate ideas sbout what should be included.
It organizes information elements so that differeat items are placed oo
similar levels of specificity and type.

Taxonomy Developmeat
Additional taxonomies were provided by Essex as other potential
classification schemes in a draft report (Benel, 1983). Essex contacted a

number of sources to develop the taxonomies. One source was XMCO. The

taxonomy resulting from that discussion was based on the echeloas of SHORAD
(Table 2a),

Table 2A

Essex Taxonomy 1

Fire Uait

Platoon/Section
Alerting Alerting
Cusing Cuetlng
fdentification Identification
KOE ROE
WCo WCo

Aly defense warring

other coumand iaformatiean

EMCON

Battery
Eavly watranlag
ldentification
C%
Gtound battle information
Adninistiation/legistics

ALy derense waraing
Firve contrvol/discribution
Othor command infoimatlos
EMCON

Battalion

Barly warniag
Tdentification

Aty track data

T

Ltouad battle infotwation
Aduninistrationflogisticy
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A second proposed taxonomy was developed based on discuseions witk
DOTD, Ft. Bliss, TX (Table 3A).

o
" Table 3A

Essex Taxonomy II

Detection- Alerting, Cueing

Ideatification- IFF, visual

Decision~ Engagement rules, doctrine/tactics
Action~ Eangage or not, next move

This taxonomy initially appears appealing due to its simplicity aad
brevity, however, it 1s oriented to task elemets or functions within an
engagement situatioa and not directed to iaformation.

The cutline of a third taxonomy was proposed based on fuactional areas
(Table 44).

Table 4A

Essex Taxonomy ILI

Operations
Control of fire
RQE
Hastile eritavia
Tavget asaignmaat
Warniag procedures .

Communicatioeas
Froguancics

&4ginisﬁraﬁigﬂ
c&

Logistics
Mziatonance
Support
Resapply

- A fourth taxonony coasidorad by Hssex was “aved oa the Sourca af the
setwotrk on which the {afotmation was Lvansmitted. Hawever, act all
{afor<stien is transmilted ont fadlio aptwmarks ar is unldus Io ame tadio nmet,
Tssnx's filaal attempl was to setile 247 & “chatactierirstiaa”™ of the
information transmizsion process, based oo ihe factore in Tadle 3A. Befosge
the eifoft was complated, the task vas halted for several teasons. One of
the teasgts w3z that the ADDCS M0 releusad a dtaft specificatisa for tue

SHORAD CF tystee (ADDLS PO, (PR4) with thei? ova organization of
faforwation.



TABLE 35A

tesex Taxnaomy IV

Basic Yactors for Charrcteriziag Inforaation

Hessage/inforwation
Generator or source
Transaicter modo
Relay
Recelver
Display mode

(Table 6A) (XMCO, 1983).

As 2 result of the JHMCO tasking feT an operational-utility review of
the USAHEL-AD taxonomy (Table 1A), severa)l comments were offered.
suggested detailing who needs the information, e.g,, the gunner, the teas
leader, or the observer. Additionat infcrastion was added and preliminary
discrimination of the importsnce/priority of thic information was made. They
did not feel it necessary to chenge the basic organizatioa of the texoacay

XMCO

© i

Table $A

XMCO Modificatiocn to USAHEL-AD Taxonomyd

Target {nformatioa

Azimyth or coovdinstes 1 Data sourece 2
Blevation or altitude ! Friendly atrveraft locatioa 2
Range : Sensar carrelatien 2
tdeattftearian 1 Atrcraft CType 2
Track designator i Mumbar of atp..afe 2
Theuai priovity H Tatget signacume s
ipcation H Deteceabi bity ¢
Frimary tavget lise t Sengor tnfarmatiisa 3
Weapon otiantatise § Seundy tematalsg 2
Opaerabl iisy
Eagageaditity
5&! L9t 63 fizg

Consat eavitermial
Weapoas codttol slates | Frogment aad waralag ofder I
Adr defcase wardiag § Utlde® doographic positive
Amset peiesiy t CEOL 3
ALy wefflidots i Yottain 2
Ueajone dngapedont zeces | Weattey 2
IFY ¢odine L dtea of opevatisw -2
Fleiag dneitice ! Map dats 2
Buler of eagsdemeni 3

Bosilie ctitetda 8
Sehey weapows swirel meagites  §

TrEe mymwea; & Iadirates mote laroctaet 284 ihe amwmers) “I° fmil-afes
lesr impatiazt infotmatiom.
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.ADCCS Information Sets -

ar zhe time thst about 30 {nformation sete were intynduced for the
SHGRAD cz-syscea. it was unclear why the sets were developed as they were.
The clements were not organized into "chunks” of informatioa which could
enhaance recall, undevstandsbility, and utilicy from the users' perspactive.
Pessible reclassification schemes that werz coansldered were based ou the
isformation in Tasble 7A.

Table 7A

Taxoromy Schemes for the SHORAD C? Information Sets

Information type (ADCCS PMO)

Procedural interzction (Essex taxonomy II)

Source/receiver/processor/request (Essex taxononmy IV)

Information trausfer: Automatic/wmanual traasmissioa,
processing, request

Systems appvoach: threat, weapon, enviroament (USAMEL)

Information orgacized by echeloa (Essex/XMCO taxonomy 1)

Timeliness requirements

Functionsgl: Ooeratious, communicatiens, administration,
logistics

Target data, command orders, uanit status, ensmy iatelligence,
NBC conditiens, communicatioas security, battlefield location

Lt was dacided that the systeas approach combimed with the traasfar
schese would be useful gs a elassification scheme. Othar characreristie
dimansions such as timeliness could b incorparated iate (he taxonomy as
readod. The contents of the taxenomy ate bas@d L@rhcl an thé information
gsets Jor an autemated sysiea ia the SHARAD, : 2 Bpe cation (MIS
34585) (ADDCS PO, 1983),

Four high-order categovies weve used, medifriag the svevious USAHEL
categaries by adding iafovmation traasfer, Thiz schexzs hopefully pravides
a legteal hieravehy., laformation ftees wote vreadtvargsd, (atorsatien
transfer provides a category for the request and handlfag of (afergar lus,
The wesponl/unil provides a2 Gategoty which the ufer ¢ss ask ahout his owva
unit oy aavihiag applyiag to his team/<quad, The target/threa:r :ateget)
iavolves data zheut the alr battle, The coudal eavivoament facludes thoze
giluational aspecis whick ate ecoadary %o hiz operatlor isce Tables RA and
94}, eadis 11 of the SHORAD 6! Svagew Specification iadicates the dat:
#lesents contained is esch iaformation sei.
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e . - ~ TABLE 8A
ﬂ& - Reclagsification of the SHORAD C% Information Sets
bd ol v
- = (Numbers in parentheses correspond to the information set
- A -numbers in Appendix II of the SHORAD C2 System Specification
0 " " and ideatify it as SHORAD C% system specific set of information.)
3 ‘l‘j ~ ~ :
féﬁ L. Info:matton transfer
'33 a . = - A, Data management (17)
9 - A aE _E Unit position request (14)
" L S Acknowledgment/compliance
Y \ b -
Y S CIL. Waapon/unit
- o8 4 o A. Weapons control
’f'~ ~ . 1. AD waraing (1)
% ST © .. 2. Weapons control order (2)
¥ T "B, Mission
- & ) » E 1. Movement order (27)
n§§ : _ . 2, Sensor management (3)
o . , -7 3. IFF/SIF reporting code (28)
W s ; 4, IFF/SIF effective code (29)
A o C. Unit status :
e l. Unit operational report (4)
¥ 2. -Supply and equipment status (9)
R 3. Summary unit status (26)
'JS III. Air track/threat ‘ -
E . A, Air track
- E - l. Air track report (4)
o ) ' 2. Track management (13)
¥ 3. Air track identification report (i3)
. jﬁ - 4, Kill report (6)
b . IV, Combat environment
T o A. Battlefield geometry (8)
& ) _ 1. Data link reference point (DLRP) (16)
. 2. Unit posiivion repoxt (18)
B - ‘ 3. Pointer (V.
PR - B, . Intelligence/emergency messages
; ; 1, Warning repori (19)
'(= 2.. NBC-1,2,3,4,5 (20,21,22,23,24)
e 3. Effective downwind message (2$5)
. - 4, Emergency actiyity weport (11)
=3 T 5. ECM latercept (5)
3 ;% =
x;; : _/ [
’ e
o)

9 “\‘l' u"’ts 1:‘ 1§ ‘ ﬁ! ‘.."\.si }Rﬁu‘ \ * *1* h‘ }v;;,l:,\;‘



Table %A

Addition of Information ltems to Inforustion Sets from Table BA

1. Information transfer (initiate requasts and provide responses)
A, Data osnagement (17)
Unit position request (14)
Acknowledgnent /coapliance
Il. Wespon/Unit .
A. Weapon control . .
1. AD warning (1)
2. Weapon control order (2)
3. Other weapon control measures
B. Mission (OPORD & FRAGO)
- l. Movement order (27)
a. Location
b. PIL
ce Sector of fire
d. Supported unit and type of support
e. Rules of engagement
2, Sensor management (3) (Sgt York)
3. IFF/SIF reporting code (28)
4, IFF/SIF effective code (29)
C. Unit status
1. Unit operational report (10) (operability and
engageability)
Z. Supply and equipment status (9) (rounds remaining)
3. Summary unit status (26) (used by higher echelons)
D. ©¥Engagement conditions
1. %weapon ortentation
2, Concealment, detectability
). Rounds remaining
E. General iaformatioan
1. SOPs, doctrine, hostile riteris, etc.
111, Target/threat
A, Alr track
l. Aty travk report (4)
2, Posltilen=mapimuth, alevation, raage, or
caogdinates ;
b, ldentificarioa
¢, Heading
d.  Wing type (clesuification)
¢. Rald stze
. Speed
g. Track designator
Z, Track managemeat (1%)
3. Aty track tdeatiffcatiea gepovt (1))
a. ldentification
b, Track dasipnater
. Kill repage (62
5. BEM fntevenpt (3) (R{M/jammiag)
8. Theeat/sngagement priovity dlgorivnus
. bala soufie
B. Seegay cartolstions
(v, Coebat eavi¥oasent
&, Battlefleld peomersr (%7
$v Baxtlefteld geswpury tyges {1-39), e.85., smants.
eif gatfidote, ol “dfadn madagesy, elc.
>, 3. WEF {162
X Y. feir postcien tepatt {iE)
e, . Polator (7}
: 3, larelligencsfemctanacy Aessagee
bo Mataleg gepdes (91
Io0OMBE-ELEL Y [ e
3. ¥ffeviive Sowewiad spedage {32
. loetgessy aitlvityr feeatl U§E)




The system specification provides a requirement for the maximum _ ~_
transmission time for the information sets.-. The sets fall into four ~
categories of required speed (3, 10, 30, and 64-second maximums). Table
10A indicates the ordering. Listings within categories are alphabetical.?

" Table 10A

Rankings of System Specificaticn Information Sets by
Transmission Speed Priority

Speed Informatfon Set
(Seconds)
3 Air tra-k
3 ECM 2
3 IFF/SIF reporting
10 Track management
30 Alr defense warning
30 Air track identification
30 Pointer
30 Sensor
30 Weapons control order
64 Battlefield geography
64 Data management
64 DLRP
64 Effective downwind
64 Enemy activity report
64 IFF/SIF selective
64 Kill report
64 Movement order
64 NBC 1,2,3,4,5
64 Raporting uait position
64 Summary unit
fa Supply and equipment
64 tnit operational raport
64 Warniog
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& USAHEL SHORAD FIRE IWIT QUESTIONNAIRE
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' USAHEL SHORAD FIRE UNIT QUESTIONNAIRE !

The United States Army Human Engineering Laboracory (USAHEL) is the Army's
lead laboratory in the assessment of the soldier-equipment interface. Our
purpose 1s to increase the efficlency and ease of use of Army materiel.

The purpose of this questionnaire is to improve a new short-range alr
defense command and control (SHORAD C2) system. The laboratory is working
> currently on the design of this system. It is very important to find out

! how you think the system should work. Your honest opinion is essential.
"",
- “; ‘At the fire unit, the SEORAD C2 system will provide a device, similar to
I the TADDS, but with greatiy improved reliability, capability, and quickness
, of operation, 1In addition to target location and identificatioa, the
b system will be able tc display other important information in written or
:' map form, Also, the device will allow two-way communication by data or
p-! digital link and will replace much of the voice radio transmission
N currently required.
2= At the radar, one of the purposes of the SHORAD c? system will be to enter
‘) target data into the system.
X
At battalion, the assoclated devices will have many command purposes aad
N capabllities,
B
of .
i Each question should be answered according to the instructions. All
: answers and personal data provided will bte treated with regards to your
o N privacy in accerdance with the Privacy Act of 1974, 1If you have aany
questions, please ask one of the queationnaire admianistrators for
v X assistance. When you have completed the questionnaire leave it with one of
k- the administrators,
. 1+ Llength of military sevrvice: ____ year(s) _____ wouth(s)
f 2. Rank: J. Primery MOS:
4, Number of years and moaths in primary M0S: yr(s) mtmth(s_)'
o
Y 5. Additional N0Ss (1f any): | 6. Age:

7. Check the highest level of education coapleted.

~llth grade or below

: ‘ High school diploma

Graduate vquivalency degtee (GED)
Sone collage

Colloge degree
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8. Check all of the following which apply to you:

Have played video games

Frequently play video games

Have taken computer course(s)

Have had some experience with a home computer
Have had a lot of experience with a home computer
Have used a computer some of the time in my work
Have used a computer much of the time in my work

9, Place a check mark by those iteme of information which you must know to
complete your combat mission. Place 8 question mark “?" by any item
which you do not understand.

Target position Highest priority target

Terget speed Warning report

Target heading MOEP status

Target identification Ammunition resupply point

Target type POL resupply point

Kill assessment

Raid size or number of aircraft

Track designator

Engagement priority

Jamming or electronic countermeasures {ECM)

Map location of weapon

Number of rounds or missiles remaining

Primary target line

Sector of fire

Area of operations

Weapoas control status

Alr defense waraing

Defended asset

Priority of assets

Air corxidors

Weapons engagement zoae

ldeatification friend ovr foe (IFF)/selective

identificattion feature (SIF) codes

Communicationa-electronics operatioa lastructicas (CEOI)

NBC report 1-3

Firing doctrine

Rules of engagemant

Hostile critecia

Enemy activity ruport

Moveacat order and aission

Nap data, tocluding sanmade objects (roads, builldiags,

bridges)

Battle lines and other battlefield geomatry

State of alart

TR TR

AN AN RO .o'!a\ s':;'!‘-. e T

.\ "‘;?*"""& + N e ¥ AN
o -cu e e R (e b T A T ey




10. Of those items which you checked in the question above, list the 5

' most important {tems in the first column “low. List them in order of
importance with | being the cost 1mportant 2 being less important,
and go forth,

Then for each item iadicate how often'you-would use the information.

Continuously=- | Immediately~ | uccasionally- | Infrequently-
every few every few every few every few
Items seconds minutes | hours days or weeks
e
-1
2
3.
4,
Se

*In the following section, circle the letter of the best answer orxr fill
in the blaak,

Il. How would you like to have target position represented?
a. Target range and azdmath (compass heading)
b. Target's geographic coordinates
¢. Other {please- speciiy)
t‘% . ﬂﬁuﬁuiﬂ‘éﬁ

1ds How would you like to have target altitude represeated?
a. Ao alevation in degrzes
be An altitude category such as high, wediua, ov low
¢y An altitude reading (meters or feet)
de Other (plesse apecify)
e, lUadacided

13. Which category of ideacifficacion do ysu prefer?
a. Hostile, friead, unknowa
b, Posictive, howtile, all othars
¢. Pomitive, ¥friend, all athets
d. Noue of tha above '

14, How do you waalt targete o be classtfled?

a, Jet, propellar, helicopiec, =isalle, uoknowa

b, Fixed viag, rotacty wing, missile, unkaouy

- oo # & o woxmmcioe & e erreade  wa. Wt R e ] [ I3 rege Y v
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d. bNoue of the abowe
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w*Answer the following questions assuming that you have an asutomatic
display capable of showing target position beyond visual range.

15. How would you like the air battle picture shown?
a. The single most threatening target
b. The 2 most threatening targets
c. The 3 to 5 most threatening targets
d. All hostile targets
e. All hostile aud unknown targets
* f. All targets (hostile, ucknown, and fr:endly)
g. Other (please specify)

16, 1If the map display device indicates the highest priority targec, tow
often would you like the priority determined?
a, After engagement was completed or called off
b. Sometime before engagement is completed
¢, Every seconds (£ill in the blank)
d. Undecided

17. What method of display target movement do you prefer?
a. The target to move when the rader has updated the new position
b, The target to move continuously as predicted from the last known
position, heading, and speed
c. Other (please specify)
d. Undecided

18. Out to what range would you like to have target infovmation supplied?

a. 10 km
b, 15 km
C 20 km
d. 30 km
e, 40 km

f. Other (please specify)
§. lUndecidaed

19. Angwer the following 4 statementas by filling in the blanks.

a. 1 vent to knov that » hoetile or unkuown tavget is preseant when it
s  km away

b, I wsnt to knov that a friondly aicvcraft ie preseat vhea it iz
ts ke avay

c. [ want to kenow the axact position of a hostila or unknown tavget
vhen it ix ke suay

d. I want to know the exact positicn of a fricadly aivcraft when it
is k= auay
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20.- What target position accuracy do you want?
a. To within 100 m (1/10 ka)
be. To within 500 m (1/2 km)
cs To within | km
de To within 2 km
e, To within 5 km
f. Other (please specify)
g. Undecided

21, Uhich statement do you agree with the most?

a, 1 want to know the positions of targets only within my primary
sector of fire

be I want to know the positions of targets within my primary ot
gecondary sector of fire

c. I want L, know the position of targets within or near my weapons
engagement zoae

d. I want to know the position of all targeto

e, Undecided

22. How would you prefer to receive target position laformation from

beyond visual range?

a, From a display ma

b. From voice commands directing or pointing to the direction
of the target

¢, From a display map ehown within the weapon sight

d. From tones, beeps, or other sounds directing or polating to the
direction of the target

e. Uadecided

23. When a target is outaide of your visual raaga, shich would you prefer
for alerting?
a. Xnow oanly the estimated time of arrival
b. Know only the general directioa of appreach
¢, Koow both the cstimated time of arvival and the geaerval directioa

of approach

d. Other (please speetfy) N
e. Uo a0t want to keow anything about this type of target
£. Undeglded
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24,

25.

26,

8.

Where would you like to have your position located on the Jdisplay?
Refer to the diagrams found below.

a. At ceater of display map be At top or bottom of display map
: : i t ¢ ¥
OR | !
J—l—“ﬂh--’L J ----- -& L-ﬂ — amm A_—L
c. In corner of display map d. At either side of display map
1 ! ' ! ) i
i
:¢ i |+ : OR +y
I § S | ...t
e. Other (please mark with an X) f. Undecided
T

How would you like the display map to be oriented?

a. Tiue top of the display map should always represent north

b, The top of the display map should always represen. the PTL

c. The top of the display map should be chaageable to one of the

four compass directions (east, wsst, north, south)

d. The top of the display map should change direction as the display
" “box" is pointed to differeat directions

e. Other (please specify)

f. Undecided

About how large wuuld you like the display area of the map device to
be?
2. &" x 4"

be 6" x 6
¢. 8" x 8"
d. 10" x 10"

e. Other (please specify)
£. Undecldad

Explaia why you chose the slse you did,

Wha- ‘s the lavgest size of the wap display device ({ncludiaug battery
povet soutce) that you would be williag to use aad carvy?
: A. faches

B,  iaches

€. _ inches

bhat is the maximun weight that the wap display device should be?
, pounds
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**There are different ways of broadcasting voice messages. Two examples
of veporting initiel, update, and scrub messages follow. Read the
example and ansver the following questions.

EXAMPLE A

Initial Track, Initial Track
Unknown

At Legion Three, Four

Heeding Southwest

One (optiovnal)

Jet (optional)

Track Designator: Alpha Zero One

Track Update

Alpha Zero One

Now at Kentucky Seven, Eight
Heading Southwest

Scrub Track
Alpha Zero, One

EXAMPLE B

New Track

(identification only reported for positive hostile or frieadly tracks)
At Legion Three, Four

Track: Alpha Zero, Qe

Update
Apha Zera, One
At Kentucky Saven, Bight

Scrxub
Alpha Zero, One

29. Which example would you prefer to use?
a. Message format A
b. Hessage format 3
¢, Undecided

0. Which example would ba quicker to bdroadcast over radio?
a, HNessage format A
b, Message format B
¢o No differeace ia quickaess
d. Undectded

30,
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3l.

32.

33.

34.

5.

Which example would be easier to understsnd?
a., Message format A

b, Meesage format B

c. No difference in ease of understanding
d. Undecided

Which example gives the informatics which you would rather heve?
a. Mescsage formsat A

b« Meosage format B

¢+ No difference in information

d. Undecided

What do you think is the biggest problem related to SHORAD command and
control? Explaiu.

What do you think is the biggest problem related to air defense
artillery (ADA)? Explain.

If you have any comments about this questionnalre, piease axplain,

s;{




